BO THONG TIN VA TRUYEN THONG CONGHOA XA HOI CHUNGHIA VIETNAM
Péc lap - Tu do - Hanh phic

S6:757 ICATTT-ATHTTT Ha N¢i, ngay 3/ thadng 8 nam 2020
VIV tang cuong dam bao an toan cac
hé théng thong tin trong dip Qudc
khanh 2/9 va Pai hoi Pang céc cap

Kinh gui:

- Pon vi chuyén trach vé CNTT cac B0, co quan ngang B9, co
quan thugc Chinh phu;

- So Théng tin va Truyén théng cac tinh, thanh phé truc thudc
Trung vong;

- Thanh vién mang lugi Gtng ctu su ¢6 an toan théng tin mang
quéc gia;

- Céc tap doan kinh té, tong cong ty nha nudc;

- C4c t6 chuc tai chinh, ngan hang thuong mai.

Trong thoi gian dién ra cac ky nghi L&, cac su kién quan trong cua dat
nude, nguy co tin cdng mang nham vao cac hé thong thong tin, dac biét 1a cac
hé thong thong tin quan trong, c6 xu hudng ting cao.

Vi vay, nhim phong, chéng nguy co mét an toan thdng tin xay ra trong
thoi gian dién ra L& Quéc khanh 2/9 va Pai hoi Pang cac cap, Cuc An toan
thong tin dé nghi cac co quan, don vi ting cuong trién khai cong tac bao d¢am an
toan thdng tin cho cac hé thong thdng tin thudc pham vi quan ly, cu thé:

1. Khan chuong t6 chuc trién khai phuong an bao dam an toan théng tin
mo hinh “4 16p” theo huéng din cua Cuc An toan thdng tin tai Cong vin sb
235/CATTT-ATHTTT ngay 08/4/2020.

2. Thuc hién ra soét tong thé cac hé thong thong tin dang van hanh, thuc
hién kiém tra, danh gia an toan thong tin, cap nhat cac ban va 15i méi nhat, cau
hinh ting cuong bao mat an toan théng tin cho hé thong.

3. Xay dung, ra soét, cap nhat phuong an @ng ciu sy ¢b an toan théng tin
mang dap tng cac yéu cau duoc quy dinh tai Piéu 16, Quyét dinh sb
05/2017/ND-CP ngay 16/3/2017 va Théng tu sb 20/2017/TT-BTTTT ngay
12/9/2017 cho phir hop vai tinh hinh thyc té cua co quan, t6 chirc.

4. Pay manh nang cao nhan thirc an toan thong tin cho nguoi lao dong
trong don vi, cdch nhan dién céac thu dién tu, lién két dang ngo, khong mé cac
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thu dién tu, tap tin, lién két dang ngo gui dén, ké ca tir nguoi da lién lac trude do
nhung c¢6 diu hiéu khong binh thuong.

5. Chi1 dong t6 chirc giam sat an toan thong tin 24/7 cho hé thong thong tin
quan trong trude va trong dip 18; cir dau méi tiép nhan thong tin voi Cuc An toan
thong tin. Trong truong hop can hd trg giam sat, xir 1y, tng ctru sy ¢d ¢ thé lién
hé voi truc tiép v6i ddu mdi twong Gmg nhu sau:

- Trung tdm Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC),
dién thoai 024.3640.4424 hoac s dién thoai truc duong day nong trng ctru su cd
086.9100.317, email: office@vncert.vn. Truong hop phat hién nguy co, su cb
tin cong mang, thong bao, bao cdo su ¢ khi phat hién dugc va g vé Trung
tdm VNCERT/CC qua dia chi thu dién tir: thongbaosuco@vncert.vn, (st dung
khod PGP Fingerprint: 5D5CC6B26C3DAA2882307B087B2428FBDB104382
khi trao d6i théng tin).

- Trung tdm Giam sat an toan khong gian mang qubc gia (NCSC), dién
thoai: 02432091616 truc duong day nong hd trg gidm sat, canh bao sém, thu
dién tur: ais@mic.gov.vn.

Tran trong./.
Noi nhén: KT. CUC TRUONG
- Nhwtrén; - PHO CUC TRUONG
= BO tI'u’O'Ilg (de b/c), P ———— : Ky boi: Cuc An toan thong tin
- Cyc truong (de b/c); 7 3 Thod sin k5: 311082020 152136
- TO A,

- Luu: VT, ATHTTT.

U0 iNgayén Khic Lich
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